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Meet the Speaker

Daniel Shechter - Co-founder and CEO of Miggo Security
Trying to find a vaccination to the current application attacks plague

Redefining AppSec for the modern “shared responsibility” state
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Part 1:
Attackers ¥ Applications
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Twilio warns Authy users to update app following
unauthenticated endpoint breach

0 DUNCAN RILEY

Cloud communications provider Twillo Inc.is asking Authy users to update their apps today after treat
actors wero able to identity data associated with Authy accounts through an unauthenticated endpoint

“The request comes a week fter well-known threat actor ShinyHunters claimed to have compromised
Authy and posted a CSV file on BreachForums that a ontained 33 milion phone numbers
registered with the Authy service. Authy, owned by Twilio since 2015, s a two-factor authentication app
that provides secure access to online accounts through multi-device support and encrypted backups.

Ina.July 1 security aler, Twillo said it had taken action to sa
unauthenticated reauests. The company also claims that it

' the exposed endpoint and stop
n *no evidence that the threat act

PatchyConfiguration Management, Cloud Security, Security Staff Acquisiion &
Development

ServiceNow misconfiguration went
unexploited, but still cause for concern

CISA broke into a US federal agency, and no
one noticed for a full 5 months
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says ared team
securky.
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cisacalls D assessmens. The toam picks
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notice all he while ying o simlat the maneuvers ofa fong term hostlle naton-state
thieat group.
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Successful application breaches
tripled over the last few years
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Part 2:
Modern applications don’t make security simpler
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I Applications Open Doors, and Attackers Exploit the Complexity

Distribution Velocity Dependency
Interdependencies Rapid changes "Shared responsibility"
between code, infra, introduce vulnerabilities model blurs ownership,
and 3rd parties expand faster than patches can leading to detection and
the attack surface be applied remediation gaps

Most organizations are unaware of their true vulnerabilities,
and blind to an actual application attack
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G Increased and distributed attack surface

Apps before the cloud ... ...Apps in the Cloud
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Q Rapidly changing environment

Code deployment cycles'

® Multiple Times a Day

® Once a Day

® Few Times a Week
Once a Week
Few Times a Month
Once a Month

71%

Deploy nhew code
once a week or daily

18.0%

Quarterly

12.0%

1. Crowdstrike State of Application Security Report 2024
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e Third-parties took over the party - “Shared Responsibility”
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The bottom line:

Modern application environments are exponentially more
complicated to stay in control of,
due to the ever increasing amount of interdependent connections

Do you have good grasp of how your application ecosystem works?



MIGGO oot Gomenence

Part 3:
Attackers exploit slow patching cycles and lack of

application runtime context to bypass detections
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Multiple solutions around the application layer have no visibility

into the in-application interactions and context in runtime

Operations
!
SecOps Proxy CDN
AL SIEM Bot Mgmt DDoS Defense
Vuln mgmt L. APIGW &
s Application layer Security WAF
SDLC Cloud infra
SAST DAST SCA EDIR CDR/ACNAPR
Container
ASPM GPh Security

T
Devops, R&D
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Attacker view: Exploiting drifts, interdependency,
trust chains and low patching velocity

‘
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& REDIS
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Attacker view: Exploiting drifts, interdependency,
trust chains and low patching velocity

A
( ) ‘ - API drift
Cloudflare Kong Ingress

Implementation error

3d.party vuln. library
Internet

-’

———~ @ Frontend
WAF bypass AWS ALB

GO Checkout

Service

Unpatched “Medium” 1-day

[ 38 kafka }
Application
proxying \

Direct access

ostgreSQL }

[ £User Service

3rd-party -
3"-party service pac!(age supply- [g‘; Fraud Service ]
direct access chain
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Unlocked: New attack primitives in every stage

L

Initial access

» Distributed Architecture:

Request smuggling

» Application drifts:
unintentional internet
exposure

» 3rd party dependencies:

unmonitored packages
and subprocessors

> WAF Gaps: Coverage
and config issues

|

'

Exploitation

» Unpatched 1-days

» Misconfigured APIs:
Weak/Missing Auth

» Supply Chain Risks:
Zero-days in third-party
components

» “Shared Responsibility™:
Misunderstandings create
security gaps

I_%'Z_\J '—hq

Lateral Movement Impact

I
I
I
I
I
I
» Application Proxying: I » Data Exfiltration: Theft
"Living-off-the-land" ' of sensitive information
within apps :
, » Ransomware attacks
I
I
I

» Web Shells: invisible hold
in the environment
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Real world Example: The MOVEit Breach

S (1]
— SQL injection Inject malicious auth provider
4

Attacker
o Authenticate with malicious token

[— 7O Malicious token verification

Malicious
auth o Post-auth SQL injection MOVEit Serialised RCE payload

provider
Database

e Trigger Deserialise & RCE,
deploying webshell

o Trigger webshell
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0 Bypassing WAF through smuggling SQL.i parts:
unfold only within the App

NewProcessCreation

v Tags

10.miggo.instrumentation.proces:

10.miggo instrumentation.process

exec.filename

ec.stacktrace

Service: moveit-trial - Duraton: 2.39ms

NOKCk7C1AQICBICiAQICBYZXR1cm47CnOKPCIZY3IpcHQ+ > C:\Windows\Temp\bfile && certuti
1 -decodelc:\windows\Temp\bflle C:\MOVEitTransfer\wwwroot\human2.aspx

cmd

at OpenTelemetry.AutoInstrumentation.Instrumentations.ProcessExec.ProcessExecI
nstrumentation.OnMethodBegin[TTarget](TTarget instance, ProcessStartInfo info)

at ProcessExecInstrumentation.OnMethodBegin(Process , ProcessStartInfo& )

at OpenTelemetry.AutoInstrumentation.CallTarget.Handlers.BeginMethodHandler"3.
Invoke(TTarget instance, TArgl& argl)

at System.Diagnostics.Process.StartWithShellExecuteEx(ProcessStartInfo startIn
fo)
| at System.Diagnostics.Process.Start(ProcessStartInfo startInf0)|

at System.Comparison 1.Invoke(T x, T y)

at System.Collections.Generic.ComparisonComparer' 1.Compare(T x, T y)

at System.Collections.Generic.SortedSet 1.AddIfNotPresent(T item)

at System.Collections.Generic.SortedSet'1.0nDeserialization(Object sender)

at System.Runtime.Serialization.ObjectManager.RaiseDeserializationEvent()

at System.Runtime.Serialization.Formatters.Binary.ObjectReader.Deserialize(Hea
derHandler handler, BinaryParser serParser, Boolean fCheck, Boolean isCrossAppD
omain, IMethodCallMessage methodCallMessage)

at System.Runtime.Serialization.Formatters.Binary.BinaryFormatter.Deserialize
(Stream serializationStream, HeaderHandler handler, Boolean fCheck, Boolean isCro

ssAppDomain, IMethodCallMessage methodCallMessage)

at System.Runtime.Serialization.Formatters.Binary.BinaryFormatter.Deserialize
(Stream serializationStream, HeaderHandler handler, Boolean fCheck, IMethodCallMe
ssage methodCallMessage)

Start Time: 125.76ms
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e Taking advantage of serialization vulnerability for RCE

NewProcessCreation

v Tags

10.miggo.instrumentation.proces:

10.miggo instr umentation.processe

xec filename

ec.stacktrace

Service: moveit-trial - Duraton: 2.39ms

NOKCk7C1AQICBICiAQICBYZXR1cm47CnOKPCIZY3IpcHQ+ > C:\Windows\Temp\bfile && certuti
I -decodelc:\windows\Temp\bflle C:\MOVEitTransfer\wwwroot\human2.aspx

cmd

at OpenTelemetry.AutoInstrumentation.Instrumentations.ProcessExec.ProcessExecI
nstrumentation.OnMethodBegin[TTarget](TTarget instance, ProcessStartInfo info)

at ProcessExecInstrumentation.OnMethodBegin(Process , ProcessStartInfo& )

at OpenTelemetry.AutoInstrumentation.CallTarget.Handlers.BeginMethodHandler"3.
Invoke(TTarget instance, TArgl& argl)

at System.Diagnostics.Process.StartWithShellExecuteEx(ProcessStartInfo startIn
fo)
| at System.Diagnostics.Process.Start(ProcessStartInfo startInf0)|

at System.Comparison 1.Invoke(T x, T y)

at System.Collections.Generic.ComparisonComparer' 1.Compare(T x, T y)

at System.Collections.Generic.SortedSet 1.AddIfNotPresent(T item)

at System.Collections.Generic.SortedSet 1.0nDeserialization(Object sender)

at System.Runtime.Serialization.ObjectManager.RaiseDeserializationEvent()

at System.Runtime.Serialization.Formatters.Binary.ObjectReader.Deserialize(Hea
derHandler handler, BinaryParser serParser, Boolean fCheck, Boolean isCrossAppD
omain, IMethodCallMessage methodCallMessage)

at System.Runtime.Serialization.Formatters.Binary.BinaryFormatter.Deserialize
(Stream serializationStream, HeaderHandler handler, Boolean fCheck, Boolean isCro

ssAppDomain, IMethodCallMessage methodCallMessage)

at System.Runtime.Serialization.Formatters.Binary.BinaryFormatter.Deserialize
(Stream serializationStream, HeaderHandler handler, Boolean fCheck, IMethodCallMe
ssage methodCallMessage)

start Time: 125.76ms

How could an external tool identify an anomaly?
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e Utilizing App WebShell to proxy “legitimate” requests

/human2.aspx

> Tags: http.client_ip=:1 http.client_port =52803 http.host = localhost ' http.methd
> Process: host.name - EC2AMAZ-1ISV33E  io.miggo.project.id - 828BECFC-A565-4

—
= 1.74ms
MiggoSession
v Tags
io.miggo.instrumentation|session.is_new_session true
i0.miggo.instrumentation.session.session_id anhrckutnlfiwsgqp5tgs5fp
span.kind internal

e moveit-trial  Duration: 4.22ms

mysql.Execute

v Tags
db.connection_string server=localhost;database=moveittransfer;user id=moveittransfer;minpoolsize=
5;maxpoolsize=500;connectiontimeout=8;characterset=utf8

db.name moveittransfer

db.statement select f.id, f.instid, f.folderid, filesize, f.Name as Name, u.LoginName as up
loader, fr.FolderPath , fr.name as fname from folders fr, files f left join us
ers u on f.UploadUsername = u.Username where f.FolderID = fr.ID

db.system mysql

dcar SR A R o
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Real world example:
Shared responsibility authentication bypass in AWS

/ ALB #1

'—— ALB #2
'—— ALB #3

AWS shared
u’ublic Key Servey
ps://public-keys.auth.elb. region.amazonaws . com/ ke

~

VPC o

w (&) - I

john@acme.com A : L S
AWS ALB Application

Identity Provider ]

M okta & & EJ

- s
':'Il\t” J Microsoft

—\ \

[ o-ia |

AWS Cognito -
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Shared responsibility = who’s accountable?

email: ALB Token
Signer Misconfig - exploiting shared keys scope: .....
No ALB “Signer” Validation kid: ...
e Per-Application code change issuer: <IDP>
e +95% are vulnerable signer: o —
g f'—— ALB #1 \
\
/{ AWS VPC | @ =~
o '—- ALB #3
@ _—V
-3 AWS shared
Attacker Qublic Key Servey
\_ AWS ALB ALB Token Application

) I https://public-keys.auth.elb. region.amazonaws.com/key-id I

email: john@acme.com
scope: openid email
kid: <kid>

signer:

ALB Token

23
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Bypassing authentication through implementation vulnerability and
misconfiguration

e How can an attacker exploit this?

#2 Bypass
VPC (Request Smuggling, SSRF)

/.—— ALB #1 \
*—v ALB #2
'—— ALB #3

AWS shared
Qublic Key Servey

o-ia |

ALB Token

Security
Groups

Attacker

Application

ALB Token @

#3 Lateral Attacker
movement -/

I https://public-keys.auth.elb. re

) AWS ALB

ALB Token

#1 Security groups Misconfig

\

~N
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Enhancing Application Security in a Distributed Environment

Enhance real-time visibility across your application environment to
increase control and reduce blind spots.

Identify and monitor interdependency weak points in critical functions to
prevent unintended drifts in structure and behavior

Focus on runtime application security, addressing actual risks over static
vulnerabilities to minimize exploitable gaps.

Automate threat detection and response to mitigate exploitation caused
by slow patching cycles and unknown threats.
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Let's stop
application fﬁx Wﬁf
breaches e R,

NY metro joint cyber security conference

September 2024 E

www.miggo.io
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